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Davis Introduces Federal Agency Data Privacy Protection Act

Bill will strengthen Federal agency regulations to protect sensitive and personal data

(Washington, DC) – Representative Jo Ann Davis introduced the Federal Agency Data Privacy Protection Act, (H.R. 516), which will require Federal agencies to restrict access to sensitive material such as social security numbers, criminal, medical, tax records, and other personal information.  This bill will also help prevent government contractors from accessing sensitive data that is not relevant to their work.  This bill responds to the recent problems with missing and/or stolen information from several Federal agencies.  
“It is extremely important for Americans to know that the personal and sensitive information they entrusted to the Government is secure and protected,” Davis said. “The bill I have introduced will require that sensitive data maintained by the Federal Government be secured through rigorous encryption that is recognized by the National Institute of Standards and Technology.  There is no reason why this information shouldn’t be protected with the most secure technology available,” she continued.

H.R. 516 also outlines the new encryption key requirements on Federal computer systems.  Every six months, this key would be changed to provide further protection and security measures.  Further, Federal employees would only have access to sensitive data if they have at least a “secret” level security clearance, while at work, and on government property.  If government workers need access to sensitive information off of government property, the Inspector General of the agency must approve the material transportation. 

“These new requirements will help protect personal information and other sensitive records from fraud and abuse,” Davis said.  “It is important to protect the privacy of Federal agency data and also enforce these new measures to adequately provide security and controlled access to information located within the Federal government,” Davis stated.

Currently, the Federal Agency Data Privacy Protection Act, H.R. 516 has been referred to the House Committee on Oversight and Government Reform.  
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